INntro to Linux

tcpdump vs Wireshark Lab
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tcpdump vs Wireshark

 Materials needed
 Ubuntu Linux Machine
« Kali Linux Machine

« Software Tools used
e tcpdump
 Wireshark
» JuiceShop
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Objectives Covered

* Linux+ Objectives (XKO-005)

* Objective 1.5 - Given a scenario, use the appropriate
networking tools or configuration files

- Network Monitoring
« tcpdump
«  Wireshark
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tcpdump and Wireshark

Tcpdump prints out a description of the contents of pack-

| ]
() I C dUI I l IS a < :Ll_based aCket ets on a network interface that match the boolean expres-
sion; the description 1is preceded by a time stamp,

printed, by default, as hours, minutes, seconds, and

anal Zer fractions of a second since midnight. It can also be run
- with the flag, which causes it to save the packet data
to a file for later analysis, and/or with the flag,

which causes it to read from a saved packet file rather

¢ Monitors inCOming and OUthing paCketS than to read packets from a network interface. It can

also be run with the flag, which causes it to read a
list of saved packet files. In all cases, only packets

[ ) LiStS Sou rce and destination details that match expression will be processed by tcpdump.

Tcpdump will, if not run with the flag, continue cap-
turing packets until it is interrupted by a SIGINT signal

| | ]
* Wireshark is a GUI-based packet
]
analyzer that offers a user-friendly
. : isla GUI network protocol analyzer.l It lets
interface. U TR Lo e i i o G s

native capture file format is format, or
which is also the format used by and various

 Captures and analyzes network packets

can read / import the following file formats:

e |t also offers advanced features, such as . oean - contures fron P

, and various other tools using

paCket filtering, prOtOCOI deCOdeS, and libpcap's/Npcap's/WinPcap's/tcpdump's/WinDump's

capture format

CUStomizable diSpIay Options. . pcapng - "next-generation" successor to pcap format
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tcpdump vs Wireshark Overview

1. Start-up the JuiceShop web app on Kali

2. Capture network packets with tcpdump and
Wireshark on Ubuntu

3. Interact with the JuiceShop web app

4. View the packets results from tcpdump and
Wireshark
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Setup Environments

* Log into your range

* Once logged in, right click on your browser’s tab for the range
and click duplicate to have two tabs or windows open

* Open the Ubuntu Linux Environment in one tab
* You should be on your Ubuntu Linux Desktop

* Open the Kali Linux Environment in the other tab
* You should be on your Kali Linux Desktop
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Start the Juice Shop Application

* Move to your Kali machine

* You will need the Kali IP Address so use the command
hostname -I or take note of it from the terminal or browser

tab

* Open a terminal by clicking the white and black icon on the
dashboard on the left.

» Use the following to start Juice Shop
* JuiceShop start [

)-[w]

(
[j_ JuiceShop_start

> juice-shop@l5.0.0 start
> node build/app

info: All dependencies in ./package.json are satisfied (0K)
info: Detected Node.js version v18.13.0 (0K)

info: Detected 0S 1linux (OK)

info: Detected CPU x64 (0K)

info: Configuration default validated (0K)

info: Enti mode 9 0 9 are initialized CYB:R.ORG




Move to Ubuntu for Wireshark Setup

* Move to your Ubuntu machine

* Open a terminal by clicking the white and black icon on the
dashboard.

= ubuntu@ip-10-15-21-107; ~
ubuntu@ip-10-15-21-107:~% sudo wireshark

() Use the fO”OWlng to Open ereShark ?ﬂi’?ﬂir?ﬂiihs XDG RUNTIME DIR not set, defaulting to '/tmp/1

n180211 not found.

e sudo wireshark

File Edi iew Go Capt A
Am @ m" R R ==
Leave this terminal window open
Welcome to Wireshark
Capture
.using this filter: |l | Enter a capture filter = | Al interfaces shown -
Loopback : o
any Pt e R
b :

nnnnn
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tcpdump Setup

* Open a new terminal by right clicking the white and black icon
on the dashboard and selecting “New Window.”

 Type the following command but do NOT hit [Enter] right now.
* sudo tcpdump -w tcpdump.pcap

* This commands starts capturing and writes the data to a file
named “tcpdump.pcap.”

uuuuu @ip-10-15 -21-107:

ubuntu@ip-10-15-21-107:~$% sudo tcpdump -w tcpdump.pcap B Do not hit [Enter] just

yet!
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Open the Browser and Start Capturing

* Open Firefox by clicking the icon on the dashboard.

* While Firefox is opening, begin capturing packets:

« Return to the Wireshark window and click the blue fin to start packet capturing
there.

« Return to terminal with the tcpdump command and hit [Enter] to start packet
capturing there.

 Once the browser loads, navigate to <Kali IP Address>:3000

* After the page loads, click login under account on the top right side
and login using the credentials admin@)juice-sh.op and admin123 as
the password.

*Note this will be a fast-paced process. It is

diagramed on the following slide to assist. ,CYB:R.ORG




Diagram of the Process

Capturing from ens5 x

Step 1: Click the blue fin
to start capturing in
Wireshark

Step 2: Hit [Enter] to
start capturing with
tcpdump

Step 3: Navigate to
<Kali_IP_Address>:3000

File Edit WView Go Capture

Analyze Statistics

Telephony Wireless Tools Help

e = =
maoe XC QeuwEFIL[Eaaar
[R]Apply a display f =)+
No. Time Source Destination Protocol  Length Info
3456 35.581326565 10.15,21.187 10.15.128.194 VNG 488
3457 35.503530785 10.15.128.104 10.15.21.107 VNC 165
3458 35.518863140 18.15.21.187 10.15.128.194 VNC 2132
3450 36.510361017 10.15.128.1084 10.15.21.107 VNG 165
3460 35.552539436 18.15.21.187 16.15.128.194 VNC 1651
3461 35.553323642 18.15.178.184 18.15.21.167 VHE 185
3462 35.505205286 18.15.21.187 19,15.128.194 TCP 66 5981 - 41174 [ACK] Seq=6630872 Ack=34585 Win=471 Len=0 TSval=.
PP PRT S i oo " . c

4

ubuntu@ip-10-15-21-107: ~

ubuntu@ip-10-15-21-107:~$%$ sudo tcpdump -w tcpdump.pcap
tcpdump: listening on ens5, link-type EN1OMB (Ethernet), cap

ture size 262144 bytes

B L OWASP Juice Shop . -

O & 1015189

.. OWASP Juice Shop

All Products

n
[—— Annle luire

Login

Step 4: Login to
JuiceShop under
Account using the

credentials:
admin@juice-sh.op
admin123

Q @ account @ EN

admin@juice-sh.op

@ @ 9

adminl23

2]

Login
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Stop Capturing

* In the terminal running tcpdump, use CTRL+C to stop the
process and save the file.

* In the Wireshark window, click the red square to stop capturing
the files.

ubuntu@ip-10-15-21-107:~% sudo tcpdump -w tcpdump.pcap
tcpdump: listening on ens5, link-type EN1OMB (Ethernet), cap
ture size 262144 bytes

File Edit View Go Capture Analyze Sta
B J® G| ]
3831 packets received by filter [Wkeply a display filter ... <Ctrl-/>

~(C3826 packets captured

Mo, Time Source

O packets dropped by kernel
ubuntu@ip-10-15-21-107:~$ |}

b8 1.168812797 18.15.128.184

AL L L —
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Search option which allows
searching packets, details,
strings, and more

Packets, Bytes, & Protocols.

Zoom options

*ens5

File Edit View Go Capture Analyze Statistifs Telephony Wireless Tools Help

Filter bar which can Am 2@ mTIRE ] s =Eaaaqn
" Apply a display filter <Cirl-f> =3 'J+
fl Ite r by I P ad d reSS ] No. Time Source Destination Protocol Length Info e
t | d 1 0.6000000000 16.15.92.35 10.15.128.194 -
2 0.006056173 16.15.128.194 10.15.92.35 VNC 161 .
pro OCOl, and more 3 0.006083274 10.15,92.35 16.15.128.194 TCP 66 5901 — 56924 [ACK] Seq=3710 Ack=36 Win=483 Len=0 T5val=2625609797 TSecr=1608576 The “Packet |_|St”
4 0.610067365 34.120.208.123  10.15.92,35 TCP 66 443 — 42848 [ACK] Seq=1 Ack=1 Win=912 Len=0 TSval=2195113854 TSecr=863477454 .
5 0.020628428 10.15.126.194 10.15.92.35 VNC 101
6 0.020654090 10.15.92.35 10.15.128.194 TCP 66 5901 — 56924 [ACK] Seq=3710 Ack=71 Win=483 Len=0 TSval=2625609611 TSecr=1668576— pane use tO view
7 0.022882766 34.120.208.123 815,52 35 TLSv1.2 134 Application Data H
8 6.022882926 34.120.208.123  10.15.92.35 TLSV1.2 330 Application Data paCketS which can
9 0.022942289 34.120.208.123 18.15.92.35 TLSv1.2 284 Application Data
160 0.622999701 34.120.208.123  10.15.92.35 TLSv1.2 105 Application Data be Sorted by
11 0.623213237 10.15.92.35 34.120.208.123  TCP 66 42848 — 443 [ACK] Seq=1 Ack=590 Win=443 Len=0 TSval=883477483 TSecr=2195113867
12 0.023249143 10.15.92.35 34.120.208.123 TLSv1.2 105 Application Data H H
13 0.625631863 10.15,128.194 16.15.92.35 Ve 165 CI |Ck| ng the
14 0.0625648320 10.15.92.35 10.15.128.194 TCP 66 5901 - 56924 [ACK] Seq=3710 Ack=110 Win=483 Len=@ TSval=2625809816 TSecr=160857——
15 0.628132128 34.120.208,123  10.15.92.35 TLSV1.2 134 Application Data L COI umn h eaders
16 0.028132241 34.120.208.123 10.15.92.35 TLSv1.2 336 Application Data
17 0.028194580 34.120.208.123  10.15.92,35 TLSv1.2 285 Application Data i =
18 0.0284A5944 1A.15.92 .35 34.128.208.123 TCP 1%

Packet
Details

Virtual

fa
e

0040
0050
0060
earae
oese
0aga
00a0
0eboe
eaco

Network Computing

72 ba Of 5d 5c Pa 7b ab
76

bl c4 8e 40 06 40 06

c2 17 0d de 5c 05 b6 e2
e3 ff a6 60 PO 01 01 08
2d

fo 9e ff 08 00 45
b5 @a @f 5c 23 0a
84 f7 7c 6c d5 80
@a 9c 82 ad 7e 5f

() 7 wireshark ens5 20240509121350 cExg2K.pcapng

o8

66 47B48 —~ 443 TACK] Sea=40 Ack=1147 Win=443 len=A TSval=BA3477488 TSecr=219511387
»

Frame 1: 3775 bytes on wire (30200 bits), 3775 bytes captured (3020@ bits) on interface ens5, id @
Ethernet II, Src: Oa:7b:ab:fo:9e:ff (Ga:7b:ab:f@:9e:ff), Dst: Pa:72:ba:0f:5d:5c (Pa:72:ba:0@f:5d:5c)
Internet Protocol Version 4, Src: 10.15.92.35, Dst: 16.15.128.194
Transmission Control Protocol, Src Port: 5901, Dst Port: 56924, Seq: 1, Ack: 1, Len: 3789

Packets: 3872 - Displayed: 3872 (100.0%) - Dropped: 0 (0.0%)

Profile: Default

Packet
Bytes
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Analyzing the Wireshark Capture

L] -
» Start off by clicking the protocol
N [APPTY & tSpie 7
P> Protacol - Length info
I m t rt th k t 1537 11.725963.. 10.15.92.35 10.15.83.30 HTTP 429 GET /assets/public/images/products/apple pressings.jpg HTTP/1.]
CO u n O SO e paC e S 1539 11.726292.. 10.15.92.35 10.15.83.30 HTTP 426 GET /assets/public/images/products/banana_juice.jpg HTTP/1.1

—+» 1541 11.726996.. 10.15.92.35 10.15.83.30 HTTP 422 GET /assets/public/images/products/artwork2.jpg HTTP/1.1
. 1543 11.727318.. 10.15.92.35 10.15.83.38 HTTP 427 GET sassets/public/images/products/carrot_juice. jpeg HTTP/1.1
a p a e I Ca y y p ro OCO 1545 11.727796.. 10.15.92.35 10.15.83.30 HTTP 428 GET sassets/public/images/products/eggfruit_juice.jpg HTTP/1.1
1548 11.734874.. 10.15.83.30 10.15.92.35 HTTP 15788 HTTP/1.1 260 OK (JPEG JFIF image)
1550 11.735221.. 10.15.92.35 10.15.83.30 HTTP 425 GET /assets/public/images/products/fruit_press.jpg HTTP/1.1
1551 11.735675.. 10.15.83. 30 10.15.92.35 HTTP 20330 HTTP/1.1 200 OK (JPEG JFIF image)

Y 1 1554 11.736659.. 10.15.83.30 109.15.92.35 HTTP 2813 HTTP/1.1 200 0K (JPEG JFIF image)
Cro OWn u n I you See e p 1558 11.737175.. 10.15.83.30 10.15.92.35 HTTP 9528 HTTP/1.1 200 OK (JPEG JFIF image)

1560 11.737369.. 10.15.92.35 10.15.83.30 HTTP 428 GET sassets/public/images/products/green_smoothie.jpg HTTP/1.1
. 1561 11.737418.. 10.15.92,35 10.15.83.30 HTTP 424 GET /sassets/public/images/products/permafrost.jpg HTTP/1.1
packets and trv to find one that has 1563 11, 730200, 10,15.00.90  10.15.02.95  NTTo 16403 WTTO/1.1 200 0K (IPEG IFIF inage)
1565 11.740107.. 10.15.83.30 10.15.92.35 HTTP 15569 HTTP/1.1 280 OK (JPEG JFIF image)
1567 11.743459.. 10.15.83.30 10.15.92.35 HTTP 17577 HTTP/1.1 280 0K (JPEG JFIF image)
1569 11.744137.. 10.15.83.30 10.15.92.35 HTTP 16407 HTTP/1.1 260 OK (JPEG JFIF image)

“(JPEG JFIF image)” in the info
section of the packet

+ Transmission Control Protocol, Src Port: 3000, Dst Port: 58146, Seq: 35492, Ack: 1009, Len: 9462
+ [2 Reassembled TCP Segments (36309 bytes): #1556(26847), #1558(9462)]

+ Hypertext Transfer Protocol

JPEG File Interchange Format

Marker: Start of Image Expand Subtrees
. » Marker segment: Reserve( Collapse Subtrees FEQ)
° » Marker segment: Reservel  gxpand All FE1)
N the aetalls o € packetl, SCro | Marker segment: befine | capeon
. » Marker segment: DE‘flnF:' ! apply as Column Crl+Shift+1 . )
» Start of Frame header: ! : 5 uffman coding) - Progressive DCT (OxFFC2)
»
own to ile Interchange e
01b0 d8 ff e0 08 10 4a 46 | PrepareasFiter "IFI F |
. . oice [Ef 0@ 00 ff e1 60 75 Conversation Filter "\UE xif. MM
2a 00 00 00 08 00 04 Colorize with Filter »
y 00 00 4c 61 1b 00 05 | yiow o T
“ ” Frame (9528 bytes) | Reassembled TCP (3(  OPY A
LI ] Export Packet Bytes... Ctri+Shift+X ;

Wiki Protocol Page Best Juice Carrot Juice T )
Filter Field Reference _ ISth .. (1000ml) This website ut

« What appears?
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Locating the Login from Wireshark

* While the packets are still
sorted by protocol, locate the

L ]
http paCket th at IS a POST and 1919 30.530845198 16.15.18.9 16.15.21.107 HTTP 369 HTTP/1.1 304 Not Modified
1984 30.948489848 16.15.18.9 16.15.21.107 HTTP 372 HTTP/1.1 304 Not Modified
1989 30.982191584 16.15.18.9 16.15.21.107 HTTP 372 HTTP/1.1 304 Not Modified
(11 - ” = - /] 2023 31.219822930 18.15.18.9 10.15,21.107 HTTP 370 HTTP/1.1 304 u t Modified
rest/user ogin” in the info o7 yiw LR AT R 24 W 2 TS TS
| » Frame 1917: 587 bytes on wire (4536 bits), 567 bytes captured (4536 bits) on interface ens5, id @

nEI:h tITS:B 36482301:(9 35&32391‘}Dt9 Td5&285?d(0 ?d5ﬁ235?d}

L]
section of the packet e e e
* i Ctht lS PtdBQGﬁDtPtaB@GSqlmkiL:5@1

.Hypot l.Tan'r Pr. tnml
» Javascr 1pt Object Notation: application/jsol
~ Objec

* In the details of the packet, = e

Y-
~ Member H_

scroll down to JavaScript ey T
Object Notation and expand the
sections

* What appears?

*Note this appears because JuiceShop is meant to
mimic a poorly secured web app. Hopefully, web apps

use encryption and techniques to hide this information. ,CYB:R.ORGl




Analyzing the tcpdump Packets

19:20:53.817859 IP 23.185.0.2.https > 10.15.50.118.43428: Flags [P.], seq 105683
1:1063076, ack 5904, win 312, options [nop,nop,TS val 179276001 ecr 1790035227],
length 6245

19:20:53.817869 IP 10.15.50.118.43428 > 23.185.0.2.https: Flags [.], ack 1063076
o Cp UI I lp paC e S Can e , win 11076, options [nop,nop,TS val 1790035229 ecr 179276001], length 0

19:20:53.880808 IP 10.15.50.118.5901 > 10.15.128.194.38574: Flags [.], seq 19398

38:1948787, ack 60102, win 484, options [nop,nop,TS val 1908689766 ecr 200395180

viewed directly in the terminal

19:20:53.902238 IP 10.15.50.118.5901 > 10.15.128.194.38574: Flags [.], seq 19487
87:1957736, ack 60102, win 484, options [nop,nop,TS val 1988689788 ecr 200395180

using the command
19:20:53.902425 IP 10.15.128.194.38574 > 10.15.50.118.5901: Flags [.], ack 19577

36, win 443, options [nop,nop,TS val 2003952032 ecr 1908689766], length O
t cpdump —r t cpd'llmp pc ap 19:20:53.907775 IP 10.15.50.118.5901 > 10.15.128.194.38574: Flags [.], seq 19577
® 36 1966685, ack 60102, win 484, options [nop,nop,TS val 1908689794 ecr 200395203

1lanat+h QOAQ

* However, this is not user rer— x
friendly, nor does it give you i

B computer
] ] m— B Downloads Falder 15 Feb ...7:54:15
the details that Wireshark
™ Pictures Folder 17 Apr...8:39:10
™ Public Folder 15 Feb ...7:21:22

B pwndbg Folder 15 Feb ...7:58:18

a I I OWS S snap Folder 15 Feb ..7:47:51
- 5 Templates Folder 15 Feb ...7:21:22

* In Wireshark, click File >
Open - tcpdump.pcap o=

Automatically detect file type » | Format: Wireshark/tcpdumpy... - pcap
Size: 14 MiB, 6557 data record(s)
Start | elapsed: 2024-05-09 19:20:22 / 00:00:38

[ aopen |

Read filter:
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Analyzing the tcpdump file with Wireshark

* Once the file is opened, notice
it looks like the capture from
Wireshark.

* You can find the same packets
that exchanged data and
information including images
and the login credentials

* The main difference is
tcpdump allows a quick way to
start capturing packets

tcpdump.pcap x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
deseomiI RO ResmEF TS QQQE
T |5

Source

Time Destination Protoct™ Lengtt Info =
1866 11.426787 16.15.21.187 16.15.18.9 HTTP 548 GET /assets/public/images/products/melon_bike.jpeg HTTP/1.1
1867 11.427887 16.15.18.9 18.15,21.187 HTTP 458 HTTP/1.1 304 Not Modified
1968 11.432238 16.15.21.187 18.15.18.9 HTTP 541 GET /assets/public/images/products/fan_facemask.jpg HTTP/1.1
1869 11.433199 16.15.18.9 10.15.21.167 HTTP 458 HTTP/1.1 304 Not Modified
1683 11.567389 16.15.21.167 168.15.18.9 HTTP 455 GET /socket.io/?EI0=4&transport=polling&t=0zP1lbR1&sid=vgJlgaC.. ——
1688 11.598623 16.15.18.9 168.15.21.107 HTTP 230 HTTP/1.1 208 OK (text/plain)
1468 14.582589 16.15.21.107 16.15.18.9 HTTP 565 GET /rest/admin/application-configuration HTTP/1.1
1470 14 .587838 16.15.18.9 16.15.21.187 HTTP 372 HTTP/1.1 304 Not Modified
2319 36.118048 16.15.21.107 16.15.18.9 HTTP 482 GET /rest/user/whoami HTTP/1.1
2321 36.118708 16.15.18.9 18.15,21.187 HTTP 369 HTTP/1.1 304 Not Modified
2323 36. 3k i b HTTP GET /rest/user/whoami HTTP/1.1

128587 482

1416 /rest/user/login H

. (application/json)
146024

L

2321 36. 16.15.18.9 21.1e7 HTTP 369 HTTP/1.1 304 Not Modified

2339 36.233508 15.18.9 16.15.21.167 HTTP 1251 HTTP/1.1 206 OK (application/json)

2341 36.242519 16.15.21.187 16.15.18.9 HTTP 1925 GET /rest/basket/1 HTTP/1.1

2345 36.249268 16.15.21.187 16.15.18.9 HTTP 1978 GET /rest/user/whoami HTTP/1.1

2349 36.259164 10.15.21.187 10.15.18.9 HTTP 1928 GET /rest/user/whoami HTTP/1.1 -
Frame 2320: 567 bytes on wire (4536 bits), 567 bytes captured (4536 bits)

Ethernet II, Src: ©a:36:c4:e8:23:07 (Pa:36:c4:eB8:23:0f), Dst: Ba:c7:d5:02:86:7d (Ba:c7:d5:82:86:7d)
Internet Protocol Version 4, Src: 10,15.21.107, Dst: 106.15.18.9
Transmission Control Protocol, Src Port: 48986, Dst Port: 3008, Seq:
Hypertext Transfer Protocol
JavaScript Object Notation: application/json
~ Object
~ Member Key: email
S5tring value: admin@juice-sh.op
Key: email
~ Member Key: password
String value: adminl23
Key: password

1, Ack: 1, Len: 581

through terminal
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Wrap-up

* Wireshark and tcpdump both allow packets to be captured and
analyzes from a network

* Wireshark is GUI-based and has several built-in tools to assist in
capturing and analyzing data

« Clicking help and exploring the Manual pages gives you several additional
options
* tcpdump is CLI-based and allows a quick method to capture
packets in terminal

« Use man tcpdump to look at additional options such as specifying
connections, ports, or duration.
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